
THSC Policy– Enterprise Risk Management Policy:  March 2019 1 

  

ENTERPRISE RISK 
MANAGEMENT POLICY 
Policy 21/2017-2020 
 

DATE  
• Ordinary Meeting of Council 26 March 2019 
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POLICY NO: 
 

 
21/2017/2020 

LEGISLATIVE  
REQUIREMENTS 

(AS/NZS) ISO 31000:2018 Risk management - Guidelines  
Local Government Act 1993 

RESPONSIBILITY: General Manager 

OBJECTIVE: To outline the Council’s commitment to risk management across all 
levels of the organisation 
 

REVIEW Within the first 12 months of each term of Council or as required. 
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1. Purpose and Scope 

Council is a diverse business with inherent risks to its strategic goals, objectives and 
operations.  It is important that Council maintains a measured and responsible approach to 
its governance structure to manage its risks.  Council understands that large, unmitigated 
risks can adversely impact upon its stakeholders and its ability to achieve strategic and 
operational objectives. Accordingly, Council is committed to a systematic, proactive and 
enterprise wide approach to managing risk.  
 
Risk management is an essential part of effective corporate governance and is a process by 
which the organisation can identify, analyse and treat the risks.  While the General Manager 
is responsible for the design and operation of risk management and the internal control 
framework, it is essential that the governing body of the organisation annunciate its 
commitment to risk management and provide independent oversight. 
 
The application of Enterprise risk management thinking, principles and practices aims to help 
Council deliver quality services, improve decision-making, set priorities for competing 
demands/ resources, minimise the impact of adversity and loss, ensure regulatory 
compliance and support the achievement of objectives.  
 
The purpose of this policy is to clearly communicate Councils commitment to maintaining an 
effective and efficient risk management framework.  

2. Definitions 

Term Meaning 
Risk Effect of uncertainty on objectives. (Note: 

effect is a deviation from the expected and 
may be positive and/or negative). 

Risk Management The coordinated activities to direct and 
control an organisation with regard to risk. 

Risk Management Framework The set of components that provide the 
foundations and organisational arrangements 
for designing, implementing, monitoring, 
reviewing and continually improving risk 
management throughout the organisation. 

Risk Management Process Systematic application of management 
policies, procedures and practices to the 
activities of communicating, consulting, 
establishing the context, and identifying, 
analysing, evaluating, treating, monitoring 
and reviewing risk. 

Control An existing Council process, policy, 
procedure or activity that minimises negative 
risk impacts and enhances positive risk 
opportunities. 

Risk Treatment A proposed action that will further modify 
negative risk impacts or enhance positive 
risk opportunities. 
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3. Policy Statement  

Council supports risk management as being an integral part of the organisations operational 
performance.  Council is committed to the formal, systematic, structured and proactive 
management of risks across Council. This includes financial, legal, reputational, safety, 
service delivery and environmental risks. 
 
Council acknowledges that it faces a range of internal and external factors that influence the 
achievement of its business objectives.  Appropriately understanding and managing the 
risks, Council can provide greater certainty for employees, customers and other 
stakeholders.  In evaluating the risk reward balance, it is expected that the interests of all 
stakeholders be taken into account along with clear guidance as to what is considered an 
acceptable risk. 

4. Enterprise Risk Management Framework 

Council’s Enterprise risk management (ERM) system is a set of components that aims to 
provide the foundations and organisational arrangements for designing, implementing, 
monitoring reviewing and continually improving Enterprise risk management throughout 
Council. Council aims to maintain an ERM framework appropriate to the size, culture and 
complexity of its operations and environment. 
 
Council is committed to maintaining an effective, efficient and tailored ERM framework that 
consists of: 
 
a)  This policy;  
b)  Council’s ERM process; 
c) Supporting policies and processes that complement ERM such as fraud prevention, 
business continuity management, project management and work health and safety 
management systems.  
 
The framework should enable:  
 
 A formal, structured approach to ERM that is appropriate to Council’s activities and 

operating environment; and  

 An ERM approach consistent with the principles of AS/NZS ISO 31000:2018.  

 
Council is committed to ensuring that a strong ERM culture exists within Council and to 
develop and maintain an ERM process that:  
 
a) Aligns ERM processes to existing planning and operational processes;  
b) Allocates sufficient funding and resources to ERM activities;  
c) Provides staff with appropriate training in ERM principles;  
d) Assign clear responsibilities to Council staff at all levels for managing risk;  
e) Embeds key controls to manage risks into business processes;  
f)  Establishes appropriate mechanisms for measuring and reporting ERM performance; 
g) Communicates ERM policies, processes and issues to Council staff, the Audit Committee 

and other stakeholders;  
h) Receives and considers recommendations received from Council staff, the Audit 

Committee and other stakeholders in relation to Council ERM policies, processes and 
issues; and  

i) Facilitates continual improvement.  
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Benefits of managing risk  
 
The benefits of a risk aware culture, regular ERM thinking and managing Council-wide risks 
include:  
 
a) Increased likelihood of achieving objectives;  
b) Better decision-making and planning;  
c) Better identification of opportunities and threats;  
d) Proactive rather than reactive management;  
e) More effective allocation and use of resources (human, financial, intellectual);  
f) Improved stakeholder confidence and trust;  
g) Improved compliance with key regulatory requirements;  
h) Improved internal control environment;  
i) Better corporate governance; and  
j) Enhanced communication and reporting of risk.  

5. Responsibilities 

Councillors Determine in consultation with the General 
Manager, the amount of risk exposure it is prepared 
to take. 
Provide oversight of Council’s enterprise risk 
management framework.  Consider risks in all 
decision making to ensure alignment with Council’s 
risk appetite.  
Consider the resources it is prepared to allocate to 
risk management in the preparation of its strategic 
and operational plans. 

General Manager Provides risk management leadership to the 
organisation and is ultimately responsible and 
accountable for risk management.  Supports and 
drives the implementation of risk management 
through the development and implementation of a 
risk management framework within Council’s 
approved risk appetite. Provide the tools and 
training to support employees in making decisions 
and taking action in their work. 
 

Executive Team As a team, manage high level strategic risks facing 
Council and embed this policy and related risk 
framework processes into their areas of 
responsibility.  Executive will fully consider risk 
management issues contained in Executive Team 
papers. 

Audit Committee Consider the risk profile arrangements, review and 
assess the enterprise risk management framework 
and report on the level of compliance. 

Internal Auditor  Supports risk management and promotes its 
benefits. The Internal Auditor provides assurance on 
the effectiveness and efficiency of the enterprise risk 
management framework. 
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Managers Are often the ‘risk owners’ and accountable for 
implementing and maintaining sound risk 
management practices in their day-to-day activities 
within their sphere of accountability and authority. 
Managers help identify, evaluate and manage risks, 
escalate incidents/issues to Executive and ensure 
staff are aware of and adhere to the policy and 
enterprise risk management framework. 

Staff, contractors, consultants and 
volunteers 

Are required to follow Council’s policies and 
procedures and always act in a manner which does 
not place at risk the safety of themselves or any 
other person in the workplace. Responsible and 
accountable for taking practical steps to minimise 
exposure to risks in so far as is reasonably 
practicable within their area of activity and 
responsibility. Staff should report all incidents, risks 
and issues to their Manager in a timely manner.  

Risk Management Coordinator Responsible for maintaining risk management 
capabilities appropriate to the needs of Council 
including designing, operating, embedding, 
maintaining and continually improving the risk 
management framework. Provide internal 
leadership, documentation, systems, tools, training, 
support and expert advice on risk management 
matters. 

 

6. Availability of Policy 

This Policy is a publicly available document and copies are available to the public on its 
website; on request at Councils Customer Service Centre; or, from the Public Officer. 
 

7. Associated Documents 

• THSC Policy and procedure documents 
• (AS/NZS) ISO 31000:2018 Risk management - Guidelines  
• Local Government Act 1993 
• Internal Audit Guidelines issued by the NSW Government Dept. Premier and Cabinet, 

Division of Local Government. 
 

8. Appendices 

Nil 
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